Abstract. Cloud computing is one of the biggest trends in information technology, with individuals, companies and even governments moving towards their use to save costs and increase flexibility. Cloud infrastructures are typically based on virtualised environments, to allow physical infrastructure to be shared by multiple end users. These infrastructures can be very large and complex, with many end users, making their configuration difficult, error-prone and timeconsuming. At the same time, the fact that diverse end users share the same physical infrastructure raises security concerns, and can lead to a significant impact from misconfiguration or being slow to react to attacks. In this paper, we focus on the use of Policy Based Management techniques to manage cloud infrastructure, identifying the requirements, surveying the state-of-the-art, identifying the challenges and proposing potential solutions.
Introduction
Cloud computing is one of the biggest trends in Information Technology (IT) today. By enabling data and services to reside on outsourced and shared computing platforms, significant cost savings and more flexibility can be achieved compared to deploying and maintaining one's own infrastructure. For this reason, companies and even governments are moving towards their use, but the potential sensitivity of their data means that cloud providers must manage their large and complex infrastructures in a robust way. Current trends in IT suggest that software systems will become very different from their counterparts today, due to a greater adoption of Service-Oriented Architectures (SOAs), the wider deployment of Software as a Service (SaaS), and the increased use of wireless and mobile technologies [1] [2] . In line with these trends, cloud computing platforms are built on top of large-scale, heterogeneous infrastructures that are made available to a large number of end users with very disparate needs. In this setting, the management of non-functional properties such as security and privacy will be of an increased and critical importance. In this paper we look at the use of Policy Based Management (PBM) techniques to securely manage cloud infrastructure. In section 2, we describe the background to cloud management, the use of PBM in this context, and the requirements for a solution based on PBM. In section 3, we survey the state-of-the-art and identify the key challenges for such a solution. Finally, in section 4 we outline some potential solution approaches and future work that we are pursuing in the PASSIVE project [3] .
Background and Requirements
The NIST definition of cloud computing [4] refers to a model of resource management that enables convenient access to a shared pool of configurable computing resources that can be easily provisioned and released with minimal effort from the service provider. It goes on to categorise the service models as Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS). IaaS allows the provisioning of servers (using virtual machines (VM)), storage and network resources rapidly using either a console interface or an API. The goal of this paper is to outline a component that resides beneath the console/API and spans the underlying resources to enable fine-grained resource control and provide assurance regarding the integrity of the resources being managed. We propose an approach using PBM of the virtualisation resources for cloud providers. In essence, PBM is a technique for specifying the behaviour of a system under different circumstances. The use of policies allows the response of the system to a given situation to be changed quite simply, by changing the policy, without the need to modify the underlying software. In a dynamic system such as presented by cloud computing, the system must handle changing policies as the system runs, which gives rise to a number of issues that have to be solved in order to create an effective system: -The PBM system has to take in policies covering a variety of topics in addition to security (e.g. resource allocation), and from a variety of sources. These policies may be expressed in multiple languages at different levels of abstraction, and must be translated into a common language for use at the point decisions are made. -The decision making process using the defined policies must be correct, and the implementation of the policy actually has to happen (i.e. be enforced, and be consistent throughout the cloud). This implies the need for assurance in both the PBM decision making, as well as the selection, reconfiguration and composition of the components that are used to implement the decision. -Having multiple policies from multiple sources will almost certainly result in a conflict at some stage, which will need to be resolved. -Last but not least, a PBM system's activities will, of course, need to be performed in such a way so as not to impact on the performance and cost of the cloud.
In the following section, we consider the relevant state-of-the-art and major challenges in developing a PBM solution to meet these requirements.
